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‘spattcr analysis, DNA 1esting, and idl:ntifying molkds,
| spares, and larvac. A growng part of r_lus ﬁc.ld. how-
ever, is that of digital forensics (l!:.-m.nn 2013), 1n‘vulvl.ng weh-
‘niques with clear.connections o math and ph)-rsucs (.r"lgurc. 1).
This article describes a five-part. project involving
sma}tphones and theinvestigauon of a hypothetical critne
and subsequent mack tetal. (v was conducted in a forensic
science course. Smartphones have become ubiquitous in
high schools (Purcell ct al. 2613). For our lesson, 31 of 32
students had access to their own smariphones, and, for any
who didn't, we made classrvom tablet computers avislable
to all. Smariphones ean be powerful toals to engage swu-
dents ina varicty of scienufic explurations (Kamarainen et
al. 2013; Cartwright 2016).

Thc term forensic science may evoke thoughts aof blond-

FIGURE 1
Forensic science knowledge map.

The project

The "big ideas” embedded in the project were password seey-
rity, cellular metadata, digital forensic examination of a srar
phane, interpretanon and presentation of evidence, and main.
tauning evidence through a chain of custody. Resources used,
besides the smartphones, included public websites, poster-
making materials, a web-based smartphone emulator, an in-
expensive “burner” (prepaid) phone, evidence baps, and ex-
isting student WordPress blags.

Part I: Password strength (60-90 minutes)

The kesson started with a simple exercise about the: refative
strength of computer passwordls. Students entered passwords
into a free website (see “On the web™) that instamly estimared
hew long a computer would tke to crack their passwords,
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ranging from milliseconds to years, either via dictionary or brow
foree anack. {In a dictionary attack, wards from the dictionary
are trivd as possible passwords. I suecessful, these attacks only
take seconds. In a brute foree atack, every combination of char-
acters Je.g., a, A, & B, and so on| and symbaols eg., | @ #] are
tried one at a time until the password is found. This can take
days, months, or years, depending on the length of the passward,

Instructors could formatively assess how well students met
the challenge of sceing who could create the best passward,
monitoring their progress from an “over the shoulder™ perspec-
tive. After abowr 10 minutes, students shared and compared
passwords to help compile as a group samples of strong and
weak passsords (Figure 2). (Sfery mote: Studemts should not
share actual passwords they use for personal accounts) Afier
about five minutes of group work, instructors asked the class
who came up with the best password.

Studems learned that long sirings of eharacters ook moch
longer ta crack. For example, the website staverd chata computer
could figure out the password “glucose,” o dictionary word, in
two hundred mulliscconds. In contrast, “GrBexpect@tionsdU1”
the winning passward, would take seven quadrillion years be-
cause of its lengeh, use of upperease and lowerease letters, alter-
aative spellings, and special charciers.

Randum strings of characters may make strong passwords
bue have drawbacks of their own, such as being hard o remem-
ber. Students were given 10 minutes to create a password that
was (1) short, (2) seeure, and (3) casy t remember, They wested
these new passwords on the same website, That lead w inno-

ative use of special chiaracters, such as emjis, and passphrascs

consisting of strings of words or characters mixing
upper- and lower-case feters, spmbals, and num-
bers, such as “ForensicScicnced Ever!”

Next, 16 grmups of two students spent 20 min-

FIGURE 2

seanners, facial recoganion algorithms, and reting scans as bin-
metric alweenatives o passwords. Throughout the discussion
students explained their reasoning and supporied claims with
evidence, The last five minutes of class were dedicated to stu-
tlents writing on their own blogs about the experience (see “On
the web”).

Part 2: Cracking a real phone (30 minutes)

On day twa, the insteuctors led a [0-minute exploration of
passwords or lock patterns used e unlock smartphones,
which are 1ypically based on numbers and graphic patcerns
rather than characters. Using examples (rum the internet
{see “On the web® for Andrwid smartphone lock patterns),

Student-derived examples of weak and

utes ereating posters listing examples of waik and strong Passw_or_ds_
strong passwords, Weak passwords wended to Ine
predicable number pattesns (e, "1234™), names Weak passwords or [types | Strong passwords (with time
{e.g., your name, pet’s nune), or personal infor- of passwords] needed to crack)
mation {e.g., hirthdatw, city where you hve), while 1234 Cats&Hom3 {4 weeks)
strang passwards used special chasaciers such as
% @, and 7. 5678 #72117-89@5 {1l months)
The posters were displaged on walls where [Person’s name) %65@23HN+y (6 years)
clssnunes affixed sticky-note comments on their .
peers” work. Stuckents discusseed the feedhack, then [Pet’s name] 18@412Ln (31 minutes)
instructors fed a [5-minute discussion guneled by [Birthday] 900%:Ms3887 (5,000 years)
tjuestions such as; .
¢ Whatare the ethics of cracking someonc’s [Repeating passwords] PRNBETI72@ (i month)
password? {Place name] [Alternating lower + uppercase]
¢ How has the interner and computing .
affected privacy and security? [Personal information, such | [Symbols + numbers]
¢ Wha :mi- alternatives v wexr-base as address} [A special date only you know]
passwonls? Name of a celebrity)
This bast question peompted rescarch sned dbs- ! [Foreign language wards)

ctssion on the scivnce and ethics of fingerpring
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‘snidents looked ar how paterns of lines and shapes could b
defeated casily, particularly when formed in the shape of let-
:tcrs;“nnd searched for other online resources o improve this
form of security o sharc with the class.

" " Beforchand, instructors had preloaded an inexpensive
prepaid “burner” phone with actual evidence, such as text
messages, placed calls, and photos of the campus and city, for
the students to investigate. For our purposes, this phone had
been found (hypothetically) av a erime seene and needed o
be cracked to sid in a eriminal investigation. The real phone
was supplemented with an online sinastphone emulator (see
“On'the web™) that allowed all the studear groups to 1y 1
crack the smartphone password simultancously.

For scaffolding, students were provided a list of com-
mon graphical patterns used on smartphone lock sereens and
given about 10 minutes 1 anempt eracking the password.
(Sufery note: To prowect student privacy, don’t allow studenes
to tey 10 crick the password on another student’s phone.)

A 10-minute class exploration followed, fucusing on how
using patterns instead of numbers conneets to statistics and
geametry and how the human visual system processes and
recognizes shapes. Alter the lesson, several stuacents old the
wstruciors they had changed the passwords on their own
phones to be more seeure.,

Fart 3: Exploring the data (30—45 minutes)
Scarch engines such as Google colleet duta on their users w
Lielp them display the most refevant searels resulis and o argee
advertisements o parnicolar vsers. The collecred dave 15 deep
enough to create a profile of the vser that includes information
about a person’s humne, school, dayeare, work, grocery stare, and
even favorite restaurant. Search history can also revead children,
pets, major purchases, hobbics, inedical conditions, and more,

In this activity, students watched a video (sce “On the
web”) that discusses the breadth of information collected
about users. Then, student pairs spent 10 minutes search-
ing the exact same phrase using their smarphones or ablet
computers. They discovered that each pair got different re-
sults, especially in the “paid for” links appearing ut the top
of the search results, The class then discussed these ques-
tions; Why do they get different results? What kind of dara
can they infer is being used o turger them? Two students
whao searched for “avtomohiles” discovered that they re-
ceived differenc results apparently based on theie previous
searches for cars, the zip code they lived in, and whether
they had a driver’s license.

Suudent groups then searched the werm cellphone metadars
and speat about 15 minutes compiling lists of what kinds of
data are kept by phone carriers and social medin websites (see
cellphone metadata “On the weh®) As an extension, students
alsu searched and discussed some local legal cases in the news for
which eellphone metadata were a key part of a trial, thus con-
neeting the lesson back o digitad forensies,

Part 4; Constructing the profile of our suspect
(45-60 minutes)

Working as digital forensics technicians, students next exam-
ined and reported abour the evidenee they found on vur sinart-
phone hypothetically discovered ana erime scepe. Students were
guided by such questions as: What kind of daw will they look
for and in what order? Flow would they identify the phone's
owner? Where has the phane been for the last several days?
What recent calls and textmessages are visible? Does the phone
have phatos, and if s, do they have date, time, and location data
embeded i them? Is any GPS data available?

The class was divided into five groups w search for and ana-
lyze: (1) texe messages, (2) phone calls and contacts, (3) phoes,
) browser search lustory, and (3) GPS and map data. Each
group was assigned one type of data and given about cight min-
utes to aceess the dats on the "burner™ phone. Winle one group
examined the phone, others were researclung the laws rebed
1o digital evicdence or analyzing the data that they had already
founcl. When the phone was handed off from group to group,
the instructors insisted that they use evidence bags and dncu-
ment possession o mainkin the chain of custody. The password
on the phone was the sime as the viral activity in part 2, andl
stuclents were instructed not to amper with the daza.

After unlocking the phone, the groups discovered texe mes-
sages referring to “the bomb” and a meceting scheduled at a local
restaurant. Logged calls showed the same unidentified contact
as the ext messages. Photos stored on the phone were of bus
stops and the exterior of 4 lfoothall stadium., One student noticed
the photographer’s shoes were visible in a phioto and resanbled
those of one of the instruciors. The search history included wel-
sites for the weather, news, s clremical compounds, Unfortu-
nately, the GPS group conddn'tlocare any usefid dar,
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FIGURE 3 T o e e

Lesson rubric.

Point scale 1
Rubric components i
4 3 2 1
Group password poster Bad, better, Weak, strong, | Weak, strong | Poster
| best with with examples | examples incomplete
; example times | and times to
| to guess and/ | guess
or trade-off
between
security and
memorability
What is retadata? +any other +other +date and “data about
usage: GPS numbers time of text/ | data”
track, etc. dialed cal |
How can metadata be used? +track locations | +timeline of | +list of make a list of
i over time texts/calls incoming calls | your friends
=_Hypothetical mobile phone processed; 4 or more 3 2 1
blog post
{Elements examined}
« Chemical forensics
s Passwords
Contacts
+» GPS data
» Metadata 1
« Photos (EXIF) i
» Text messages
Soclal media
| Disguised apps
s Other
|
Digita! ethics discussion 2 or more K good Minor Mo
(Make a group list of digital ethics issues, contribution | contribution | contribution | contribution
then share with class) to class to class
= Expected issues:
« Search warrant required?
* User permission?
» Chain of custody
» Social media posts
» Cyberbullying
» Searching social media
= Phishing
Questions for next time Mare than Two good One good none
two good questions question
questions
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Part 5: Supporting findings with claim-evidence-
reasoning madel {4560 minutes)

For the final pary, students reforined into two larger groups
of prosecutors and defense attorneys to argue a case before
the judge (teachier) against the owner of the “burner” phone.
Each group was given 15 minuies to prepare its case based on
its findings from parst 4.

The proseeutors worked together 10 eraft an apening state-
ment that summarized the evidence and wo asseee that the phone
owner was guilty of a crime. In their statement, the defense at-
torneys promised 1o show that the evidence was inadmissible.
After the opening statements, each side presented its evidenee
using the chim-esidence-reasoning model, using stides dvn
derailed their claims, evidence for the claios, and reasoning 10
justify the claims, The defense team challenged the prosecuturs”
evidence, showing, for example, the chain-of-custudy logs were
incomplete. Much to the dismay of the prosecutors, the judge
ruluel that all the gathered evidenee was inadmissible.

The lesson concluded with a 15-minute class discussion of
digital ethies, including such ethical questions as: How do you
balince solving eritnes and proteeting the public’s personal
privacy? How do you use data cthically? Other questions ad-
dressed the sticnce content: What are the connections between
traditional forensics and digital forensies? How has comput-
ing affected socicty? Hlow dues this project relste to scientitic
reasoning and argumentation? Such questions prompied stu-
denis 1o make broader connectinns beeween forms of data and
evidence-based reasoning. Finally, students wrote individual
blag posts abuwn the dipital evidence from the class investiga-
tion and bow it related o forensic investigatons.

Assessment

Formative assessmient included "over the shouldes™ obser-
vations, wuliiple instances of small-group and whole-class
discussions, pusier, presenting evidence aea wack trial, and
indiidual stucent blogs for sell-refection. Summative as-
sessiment {ollowed s rubric (Figure 3, p. 35).

Application to other subjects

I i compunter seience course, this lesson could lelp sundents
explore the effeets of computing, privacy, and digical citizen-
ship. Physics and math classes couked use actual GPS data
from the “burner” phone 1o addeess GPS technology along
with that of digital transsmission and storage, Biomeric data
such as fingerprint and facial recognition could conneer bhiol-
oy with machine learning and data scienees.

Accommodations

English Langeage beaeners (ELLs) in the chass were aceommndlat-
echwith dhe wse of visuals, such as the praphical examplus of how
o erack” passwords, sl oppartunities w work with peers. Us-
ing special eharacters i1y Spanish provided an aliermative metlus
of creating strong passwords. Accommuxlations for students
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with indin idual eelueation plans (1EPs) imight include alteenative
forms of assessment, such as allowing a student w andio-record
their reflection instead of writing a blog post, o having studens
work with 3 partner if a physical disabilicy presents a student
fram doing the hands-on graphical password eracking. Mure ad.
vanced students concuet individual rescarch projects w explore
metadata automaneally einbedded in digial images.

Conclusion

Using chgital forensics in the classronm addresses the New Gen-
enition Science Stumdands {NGSS Lead Stanes 2013) crosscuting
conceptof the influence of science, enginecring, and technology
un society and the natusal world. Digial forensics oflers excit
ing opportunitics fur studenis interested in STEM eareers, The
subject can also help students understand how the metadara
on their smartphones is shared with others and how they can
protect their devices with seeure passwords, The authors hope
teachers will use this lesson 1o address these issnes while also ex-
pluring Jaw-enforeement sechniques of the digital age, B

Jason Harron (jasonharron®utexas.edu) is a doctoral student
ond teaching assistont, John Langdon is o UTeach preservice
teacher, and Jennifer Gonzalez is o UTeach preservice teacher
ot the University of Texas at Austin; Scott Coter is o science
teacher at David Crockett High School in Austin, Texas.

On the web

Andreoid sartphone lock paticens: seamsmedindsughority.comitock
pattern-predictable 636267

Cullphone meradta: bapt news sanford edn 200605/ 6sranfont
computcr-scaentiss o telephone-metadita -can-reveul-meprsugly
sensitive-persenal -mformation
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How secure is my pssword? heps /ihotesectrersmy pasiond.nes

Senaniphone password esnuloe: Atep:/tinyued conslcaterforenss

Viddeo: Plow 1o see everyihing Google knuws il YOS ST
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