Computer forensics

bstracted to a series of ones and zeros, digital information seems

elusive and easily hidden. Yet each time it is stored, read, written,

transmitted, or printed, data multiplies promiscuously. Solving computer

crime can often be a simple matter of tracking down concealed or

forgotten copies of incriminating digital information.

Compurer forensics, once specialized,

1§ now mainscream due to our total
dependence on data. Experts deal not
only with compurter-related crime, such as
hacking, software piracy, and viruses, bus
also with “conventional” crimes including
fraud, embezzlement, organized crime,
and child pornography.

The term “computer” extends beyond
desktops, laptops, and pocket compurters.
It applies to anything containing a
microprocessor. Cell phones, fax machines,
cameras, video recorders—even washing
machines—conrain chips to process
and store darta records. All of them are
porential sources of evidence.

Where is that smoking gun?

However, the majority of computer crimes
concern conventional PCs. An aid to
investigating these crimes is the inherent
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insecurity of compurer hardware and
software. For example, delering a file
does nor irreversibly remove it from the
hard disk. “Delering” simply changes
the file’s name, 10 hide it from the nser.

Data that will not die
Sophisticated criminal computer users are
aware of the security loopholes, and use
encryprion and more secure deletion
programs to hide incriminating dara.
All computer operating systems use
vircual memory to speed programs up.
Storing dara in RAM (on-chip random
access memory) makes software.very
responsive, but RAM is source.

RAM work harder by consrantly swapping
rarely used daca from RAM on t0 a hard
disk, which is slower but has a grez

“swap file” conraining as much data as
the computer’s installed RAM—usually -
enough to hold the text of 200 novels.

When a file has been securely deleted. -
its contents may persist in the swap file.
However, it does not remain chere
indefinitely. Each time a compurter
is switched on and used, new dara replacs:
some of the old contents in the swap file.

This presents the investigator with an
interesting problem: evidence may exist
on a computer’s hard disk, but simply
switching the machine on might be
enough ro erase it.

Forrunarely, cthere is a simple solution.
With specialist equipment, it is possible
to completely duplicare the contents of
a computer's hard disk without switching
the suspect machine on. Investrigators can
then examine files on the copy without
running the risk of destroying dara on the
original. This approach has a secondary

advantage—working on a copy avoids
&

H TYPES OF COMPUTER CRIME:

2 Hocking—unguthorized computer
access ond sobotage, either
mischievously or moliciously.




DIGITAL DATA"

As well as recovering data, investigators

often have to reconstruct the operating system

and pragrams to untangle digital evidence.

BOUNCING DISKS »

Computer hard disks, such as this ane, can be

remaorkably resilient. fven throwing o computer from

o second-floor window may fgil to damage the data.

CASE STUDY
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